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Introducing Cisco Mobility Express

Embeds a virtual WLAN controller function into your
access point

On-Premises
NEVW: Mobility Express

Uses 802.11ac Wave 2 technology: Fastest Wi-Fi available

Manages multiple Aironet Access Point models ‘ D

nables simple and fast IT: You're up and running in ten
minutes

Simple deployment

Supports Cisco’s industry-leading WLAN features with no
price premium

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



Cisco Mobility Express Solution

Cisco Aironet 1700

Cisco Aironet 1850
802.11ac Wave 2 Access
Point -

Cisco Aironet 2700

U Cisco Aironet 3700

The Cisco 1850
Access Point provides
virtual controller
function that serves
the other Access
Points

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



Mobility Express: Use Cases and Details

Sites with 500 clients or less where IT has limited span of
control or reach clients >0
Access Points 25
RF Management Yes
Advanced Security Yes
Autonomous Mode implementations looking to refresh Cisco Best Practices Yes
802.11abgn to 802.11ac wave 2 Fast Secure Roaming .
Rogue AP Detection Yes
Application Visibility Yes
Companies or Sites looking to implement overlay / Guest Network / Firewall Yes
segmented Guest Access e ves
Mobile app Yes
High Availability Yes
Local Radius Server Yes
Companies or qrganization that need to quickly setup o301
temporary Wi-Fi for events Interoperability CMX 10.2 (CMX Presence)

ISE 1.4 (802.1x authentication)

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



Connecting 1800 AP for Mobility Express

@ Switch port is configured as trunk

Management traffic is untagged and is on native
VLAN. Client Traffic is on trunked VLAN

@ Management interface on controller is UNTAGGED

(Cisco Controller) =show interface summary

Number of Interfaces.cvvesevanasnansnnnnsnnnns

Interface MName Port Vlan Id IP Address Type

1 |luntagged||172.20.229.45 Static

management
M/ NSA 152.8.2.1 Static

virtual

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

Typical Mobility Express Deployment

AIR-AP-1852 AIR-AP-1832 AIR-AP-2702

) A I, \

interface GigabitEthernetl/8/3B
switchport trunk encapsulation dotlqg
switchport trunk native wlan 122
switchport trunk allowed vlan 18,208,122

switchport mode trunk

swiItc S

H+
DHCP

CMX TFTP
Presence



AIR-AP18XX - Is it CAPWAP or Mobility Express?

AIR-AP-1852I-B-K9 — Ships with CAPWAP image ‘ 2P Tmage version Cactive)

: 8.1.1
AP Image version Chackup) : 0.0.0.0

) . . . AP Running Image 1 8.1.123.15
AIR-AP18521-B-K9C — Ships with Mobility Express image Primary Boot Image : B.1.123.15
which is built on top of CAPWAP Backup Boot Image : B.1.122.0
AP Image type : MOBILITY EXPRESS IMAGE
AP Configuration :

For Mobility Express, <sh version> on AP should display-
O AP Image Type - MOBILITY EXPRESS IMAGE
O AP Configuration - MOBILITY EXPRESS CAPABLE

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



Mobility Express (DayO) - Boot Up process

 Connect 1800 AP to POE+ switch
« Starts boot loader
 Loads the image

» AP obtains IP address from DHCP
_ » AP attempts to look for a WLC to join
yeel < |f AP can not find a WLC, it assumes that there is no WLC

« Starts the controller function
* Internal AP joins the controller
 CiscoAirProvision SSID is broadcast at 2.4 GHz with security type as PSK

Start Controller
Function

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



‘Cisco Wireless’ App

)
J/ﬁ

NIe
Cisco

it -2 >

Provision Monitor ‘ Troubleshoot

Provisioning & Monitoring supported on software release
8.1 MR3

@ Monitoring supported on software release 8.1MR2

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

v 4 01442

Network Summary Q

Cisco_6c:d1:60

Top Access Points
Top Clients
Top Applications

Top Operating Systems

GETIT ON

*8000 ATRT T 3112 PM k449 W

1656 235 410 8
Top Access Points ~
Top Clients v
Top Applications ~
Top Operating Systems v

fh g8 L a

—

#_  Download on the
S App Store

P> Google play



https://itunes.apple.com/us/app/cisco-wireless/id1005756119?ls=1&mt=8
https://play.google.com/store/apps/details?id=com.cisco.dashboard.view

Over-the-Air WLAN Express Setup

Connecting to CiscoAirProvision and starting setup wizard

Connect to
CiscoAirProvision
SSID

Paa 7 714 AM + ga% -

Settings Wi-Fi

Airplane Mode Wi-Fi O

= Wi-Fi CSC0-5GHz + CSCO-5GHz RG]

Bluetooth on ) .
CHOOSE A NETWORK. .
CHATEAU R0
Notifications - .
——= CiscoAirProvision @
=) Control Genter
CSCO-2.4GHz @
Do Not Disturb
HKTAY-2.4GHz = (0
YCH "R O]
@ General
Other...
Display & Brightness
L Wallpaper
e Ask to Join Networks
natworks ara avallable, you il have to manually seiect a
Touch ID & Passcode natwork.

0 Privacy

& (Cloud
unes & App Store

@ Passbook & Apple Pay

) Msil, Contacts, Calendars
Notes

Reminders

Enter Password as
password

Enter the password for “CiscoRiProvision”

Enter Password

6 Cisco and/or its affiliates. All ri

Py

C3 Airplane Mode WiFi )
[>] [ @

Connected to
CiscoAirProvision: IP
Address assigned

723 AM # B -

Settings Wi-Fi

CiscoAirProvision « CiscoAirProvision a = (i)
TEAN T
Seftings & Wi-Fi CiscoAirProvision
Airplane Mode Farget This Network
= OWiFi GiscaAirProvisian
P ADDRESS
0 cuecon o e
1P Address 192.168.1.249
[E) notitications
Subnet Mask 265.256,265.0
B3 control center
Router 192.168.1.1
Do Not Disturb
DNS
Search Domains
) ceneral
Glient 1D

Display & Brightness
) waiipaper
D sounas

[ Touch 10 & Passcade HITE PROKY

O Py

Renew Lease

& Cloud
Munes & App Stors

[ Passbook & Apple Pay

) wai, Contacts, Calendars
Motes

Reminders

Launch setup wizard
at http://192.168.1.1 &
create admin account

€

[ Ciseo Aironet 1850 Series

@ [} 192.188.1.1/screens/day0-config.ntml I

il
CIsco

&

Cisco Aironet 1850 Series Mobility Express

Welcome! Please start by creating an admin account.

Create admin password
Confirm admin password

Start



http://192.168.1.1

Over-the-Air WLAN Express Setup

3 Steps < 10 Minutes

1. Setup Your
Controller

il A a ORA oL S il
cisco  Cisco Aironet 1850 Series Mobilty Express e

cisco

1 Set Up Your Controller

System Name  MobilityExpress

Country  United States (US) v

Date&Time  10/08/2015 # 161505

Timezone  Pacific Time (US and Canada) v

NTP Server | 171.68.38.65

Management IP Address | 10.10.10.10

Subnet Mask = 255.255.255.0

Default Gateway

10.10.10.1 l

2. Setup Wireless
Networks

' Die
LIS

2 Create Your Wireless Networks

(D Employee Network

Network Name  Employee-MobExp
Security ~ WPA2 Personal

Pass Prrase smene

Confirm Pass Phrase | s

YLAN  Management VLAN

DHCP Server Address | 0.0.0.0 (optional)

C’ Guest Network

“ e

© 2015-2016 Cisco and/or its affiliates. All ri

3. Enable RF
Parameter
Optimization

Al s Aot 1850 Sees MobityBipress

1 Set Up Your Controller

() RF Parameter Optimization

Clent Densty

Low Typical

Treffic Tyoe  Data and Voice

High

Confirm Settings and
reboot the controller

Ta2AM a7% -

m 192.168.1.1 ¢ O +

Please confirm settings and apply

1 Controller Settings
L admin

WLC-MobExp

United States (US)

06/08/2015 7:32:31

Pacific Time (US and Canads)

217162232173

1

192.168.1.12
255.255.255.0
192.168.1.2
WD 0

 Ta—

Managsment

WLAN-Employee
WPAZ Enterprise
168.1.7

44 Management VLAN

192.168.1.2
BT e eon
[ —

Client Density Typical
Tra Data
Virtual IP 192021

Local babiity Group - Default

EurE




Logging into Mobility Express

Access Mobility Express using the controller’s
management IP address-

Example: https://<controller_mgmt_ip_addr>

Enter admin account username and password
configured during the WLAN Express setup>

2% ppps  For quick access, pla Authentication Required x (77 other baokmarks

The serwer https://172.20.229.45:443 requires a username and
password, The server says: Cisco Controller,

User Mame:  admin

Nmm
cisco

LogIn Cancel

Wireless LAN Controller Wireless LAN Controller

YWelcome! Please click the login button to enter your user name and passward

“Welcome! Please click the login button to enter your user name and passwaord

2015 - Cisco Systems, Inc. All rights reserved. Cisco, the Cisca logo, and Cisco Systems

®2015 - Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems
are registered trademnarks or frademarks of Cisco Systerns, Inc. and/or its affiliates in the are registered rademarks or trademarks of Cisco Systemns, Inc. andfor its afiliates in the
United States and certain other countries. Al third party trademarks are the property of their
respective owners.

United States and certain other countries. All third party trademarks are the property of their
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Network Summary

Displays high level view of Wireless Network

alval B Save Configuration
ec15cc> Q ave Configura a o

3

Network Summary shows count of Wireless
Networks, Access Points, Clients, Rogues and
Interferers in 2.4 and 5.0 GHz band

ACCESS POINTS mx APPLICATIONS

Graphical and Tabular representation of APs, OS,
Clients, Application Visibility and Top WLANs

OPERATING SYSTEMS m x CLIENTS

Add/Delete Widgets

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



Monitoring — Access Points

© 111 i aront 1650 S ooty s a ot | 8 @
FEDD oo
Displays list of Access Points in the network; o 3;
Inventory, Uptime, Usage etc. © il ot oo e ) ..
Detailed Access Point view displays details AP
information, Radio Performance summary, list of -
connected clients, etc. e ‘
‘!BHZ

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



onitoring - Clients

o %
© duth cisco Avonet 1850 Series Mabilly Expres a e oo & B

onitoring

Displays list of Clients in the network; client type,
client connection speed, Uptime etc.

il .
e 'CIIS.CIO' Cisco Aironet 1850 Series Mobility Express Q. AP or Client Sea Save Configuration LI

GENERAL TOP APPLICATIONS @
Detail Client view displays Signal Quality, Device o e e e
- - - - g - - Host N?mz 2 a ntip 7.9 KB 20.53%
Type, Application Visibility, QoS, Security, Policy = aiminro Sl o
- MAGC Address 24:77:03:92:5e:58 4 ~ dns 1.4 KB 52%
assignment etc. o
68 (Em EAPCO8G.600F. 11BF (64)
Nearest APs AP38ED.18CC.2E30

AP38BED.18GC.2E40
AP38ED.18GC.2EEQ

Device Type Windows7-Warkstation
Performance ST e <2 ol Gl L ) 5 e o Bl B

ps
Capabilities 802.11n (5GHz) (CCXv4) Spatial Stream: 2
NETWORK Qos
Description Status Description Status
1P Address 172.20.229.33 WMM Supported
IPv6 Address Unknown U-APSD Disabled
VLAN 1 QoS Level Gold
Mobility Role Local
SECURITY & POLICY CLIENT TEST
Description Status CONNECTIVITY PING TEST
Policy RSN (WPA2) -
Cipher CCMP (AES)
Key Management PSK ® @ ® ® o
EAP Type N/A

Start Association Authentication DHCP Online

AGL (IP/IPY6) None/None
mDNS Profile None
AAA Role None




Best Practices

Best Practices are enabled by default at Day O

Best Practices relevant to Mobility Express
deployments are displayed

For few Best Practices (Ex. NTP), Manual
Configuration will link to relevant page

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

& Monitoring
2% Network Summary

® Wireless Dashboard

AP Performance

Client Performance

k4
Q Wireless Settings
[, % Management
& Advanced

©

cisco Cisco Aironet 1850 Series Mobility Express

BEST PRACTICES

INFRASTRUGTURE

AVG Visibility

Local Profiling

NTP

Fast SSID

HTTPs for Management

Alronet IE

Best Practice Score

(NI < ]

= Less Optimizations,

SECURITY

WLAN with 802.1X/WPAZ
Rogue Policies

Min Rogue RSSI Threshold
SSH/Telnet Access

Client Exclusion

Legacy IDS

Local Management
Password Policies

User login policies

(IR

— Less Optimizations.

RF MANAGEMENT

High SSID Gounts

Client Bandselect

ssssssss

Q¢
Detection

CleanAir Detection

Event Driven RRM

Q3 3330




Wireless Setting - WLAN

@& Monitori e '::lllslélcl,' Cisco Aironet 1850 Series Mobility Express Q A . Save Cenfiguration & o
. onitoring
Max WLAN count supported is 16 £ wieloss settings |
2 WLAN CC GURATION
L Access Points
':‘-:'WLAN Users % 3
& Guest WLANs
Active WLANs
(Y Management
i Y. Ad d
Security Type — Open, WPA2 - PSK, WPA?2 == Advance
Enterprise, Guest
# x ;;a’b\ed ME-EMPLOYEE-PSK PA,:':V AL
= isable en
[£3 : ;;:;: :’DEVW%’\Z—ACS .E:.‘;;AQEW'E'D‘SE :tL
F x Enabled WLAN-POD5-ME-GUEST G t ALL

Add New WLAN

WLAN to VLAN Mapping, ACL Rules

General WLAN Security

WLAN Id 4
Profile Name *
SsiD

Application Visibility is enabled for each WLAN Admin State | Enavled

Radio Policy ALL

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

Add New WLAN

General WLAN Security

Security

Shared Key *

VLAN & Firewall QoS

WPA2 Personal v

Open

WPA2 Enterprise

S Y -




Wireless Setting - WLAN Users

Add, Modify, Delete WLAN users for 802.1x local
authentication

Add, Modify, Delete Guest Users

2016 Cisco and/or its affiliates. All rights reserved.

& Monitoring

£ Wireless Settings
N WLANs

&L Access Points

-'&:
& Guest WLANs
" Management

& Advanced

WLAN USERS

thah
e 'cllslclol Cisco Aironet 1850 Series Mobility Express

Save Configuration &

@® Add WLAN User

Lifetime (Seconds) | WLAN Profile Description
© x john No N/A ME-EMPLOYEE-PSK Employee
E x tim Yes 864000 WLAN-POD5-ME-GUEST  =**r===** Guest

@ Add WLAN User
User Name Guest User Lifetime (Seconds) WLAN Profile Password Description
. ® john 0 0 ME-EMPLOYEE-.. v  “wioe Employes
-~
@ x tim Yes 864000 WLAN-POD5- New Password Guest

Gonfirm Password




Wireless Setting - Guest WLAN

@ No LWA with ISE

No Lobby Ambassador
No customized Web Auth. page

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

Local Web Auth. with local guest users
Guest Access is for 24 Hours, not configurable

@ Monitoring

e alaln . .
cisco Cisco Aironet 1850 Si

£ Wireless Settings  |ENNUSESININ

N WLANs

ccess Points
& WLAN Users
o

ﬁ- Management

& Advanced

a 1

Enabled

ies Mobility Express

Display Cisco Logo
Redirect URL After Login

Page Headline

Yes (Default)

http://www_cisco.

.com

Welcome to Guest Portal

Powere d by Cisco Mobility

Save Configuration




Management - Access

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

Supported via HTTP, HTTPS, Telnet, SSHv2

HTTPS, SSHv2 enabled by default

@ Monitoring

Q Wireless Settings

MANAGEMENT ACCESS
” Management
(-]

% Admin Accounts

@ Time

Enabled

¥ Software Update

& Advanced

O B

thah
e 'clls'clol Cisco Aironet 1850 Series Mobility Express

HTTP Access

HTTPS Access

Telnet Access

SSHv2 Access

Disabled (Default)
Enabled (Default)
Disabled (Default)

Enabled (Default)

Save Configuration




Software Update
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Management - Software Update

Software Update supported via TFTP.
TFTP parameters must be configured on Web UI.

Mobility Express controller does not store AP
images. AP images are stored on TFTP server.

Controller maintains mapping of APs to AP images.
Maximum of five concurrent software downloads on
Access Points

‘Update Now’ initiates pre-download image on all
APs from TFTP server. Manual Reboot is required.

1

Schedule Later’ initiates pre-download image on
all APs from TFTP server. Reboot happens as per
‘Set Reboot Time’

Software download is non service impacting

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

© Il o v Sy : s | 3 8
@ Monitoring

'a' Wireless Settings

Version
Current Version 8.1.123.15
Transfer Mode TFTP
IP Address(IPv4) *
File Path * ap_bundle_8.1.123.15/
Set Reboot Time mo
: SChEdu‘e Later

File Edit s Faworites Tools Help
@ Back - -\_‘;:I - B !1,- o ) search H_';:__ Folders = -
address IIE] CMEFERL ST
Folders =
= admin - |

=1 I esdministraktar
I Deskiop
i:i‘ Fawvorites
IC=h My Documents
IC=1 Metapp
=1 = Start Mernoa

@ Programs=

I WIRDOWS
I wWorkspaces

I &l Users
ICh FledfFzccoaz4dz0adebs
= frp

=1 html

= i__ _

= — -




cConversion

1. CAPWAP to Mobility Express
2. Mobility Express to CAPWAP

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



Conversion

Supported on 1800 series access points from
8.1.122.0 version

Download Mobility Express capable AIR-
AP1850-K9-<version>.tar file from CCO on
TFTP server

CAPWAP to Mobility Express CLI

AP#ap-type mobility-express tftp://<TFTP server IP
address>/<mobility express capable AP tar image>

Mobility Express to CAPWAP
AP#ap-type capwap

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

Download Softwa re % Download Cart (1items) [+ Feedback Help

Downloads Home > Products > Wireless > Access Points > Aironet 1850 Series Access Points > Aironet 1850i Access Points > Cisco Mobility Express-8.1.122.0

Aironet 1850i Access Points

@ i Add Device
—  Release 8.1.122.0 Release Notes for 8.1.122.0 | A sy
Expand All | Collapse All &3 Add Notification
» Latest File Information Release Date ~ Size
» All Releases Cisco 1850 Series y Exp Rel 8.1 to be used for 26-SEP-2015 30.05 MB ‘ Downioad
»8.1 ion from Lightweight Access Points only. > =
AIR-AP1850-K9-8.1.122.0.tar [ Addto cart |

Publish

[

Cisco 1850 Series Mobility Express Release 8.1 Software. Access Point image b 26-SEP-2015 141.22 MB Download
undle, to be used for software update and/or supported access points images.
AIR-AP1850-K9-ME-8-1-122-0.zip

L

g
S
g

rt

Publish




Conversion - CAPWAP to

Output of <sh version> on AP

AP Image wversion Cactive) @ 8.1.1
AP Image version Chackup) : 0.0.0.0

Mobility Express

Conversion is needed
#ap-type mobility-express tftp://<TFTP IP Address/<image>

AF Running Imaoge : 8.1.1
Frimary Boot Imoge : 8.1.123.15
Backup Boot Imaoge a.1.1

AP Image type : BTLITY F)
AP Configurotion : ‘

Conversion is needed
#ap-type mobility-express tftp://<TFTP IP Address/<image>
#ap-type mobility-express tftp [same image version]

CASE 3 : ME image = YES, ME Capable = YES

AP Runnimg Image s B.1.123.15

Frimary Boot Image : B.1.123.15

Backup Boot Image s BL1.12Z2.8

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration :

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

Conversion is NOT needed




Conversion - Mobility Express to CAPWAP

CASE 1 : ME image = YES, ME Capable = YES

AP RBunning Image s B.1.123.15
Frimary Boot Image : B.1.123.15 Conversion is needed
Backup Boot Image s Bol.122.8 #
ap-type capwa
AP Image type : MOBILITY EXPRESS IMAGE P-typ pwap

AP Configuration :

CASE 2 : ME image = YES, ME Capable = NO

AP Running Imaoge : 8.1.123.15

Primary Boot Imoge : 8.1.123.15 . .

Backup Boot Image : B8.1.18.15%9 @ Conversion is NOT needed

AP Imaoge type :

AP Configuration : _

CASE 3 : CAPWAP image

AP Imoge wversion Coctive) @ 8.1.10.159 . .
AP Image version (backup) : 9.0.0.0 Conversion is NOT needed ‘

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



Mobility Express Failover and Master
Election

© 2015-2016 Cisco and/or its affiliates. All rights reserved.



Master Election

Only 1800 series access points with AP Type as
MOBILITY EXPRESSS CAPABLE will participate
in Master Election

Master Election and client connectivity is restored
in a less than 2 minutes

SSO is not supported

Standalone mode is currently not supported on
1800 APs

Standalone mode on 1700, 2700, 3700 etc.
Access Points will continue to service existing
clients

© 2015-2016 Cisco and/or its affiliates. All rights reserved.

AIR-AP1852|-B-K9

()

AIR-AP18321-B-K9

()

()

/

AIR-AP13702I-B-K9

AIR-AP1832I-B-K9

()

AIR-AP1832|-B-K9

()

AIR-AP1852E-B-K9 AIR-AP1832I-B-K9

((({T)))) MASTER AP ((({T))))

al> c

N

Q)

((({ T)))) AIR-AP1852E-B-K9
NOT MOBILITY
oe | EXPRESS CAPABLE
AIR-AP1832I-B-K9
CAPWAP




Master Election Process

Most capable Access Point
- 1850 vs. 1830

O

AIR-AP18521-B-K9

ﬁﬁm\ '

AIR-AP1832|-B-K9

<

-

AIR-AP1832|-B-K9

()

o
/ iR

AIR-AP1852E-B-K9 AIR-AP1832I-B-K9

()

AIR-AP137021-B-K9

X%

MASTER AP ((({T))))

l (p)
() ...

NOT MOBILITY
(o0 | EXPRESS CAPABLE
=
AIR-AP1832I-B-K9
CAPWAP

X%




INnteroperability

0, ’_ -
<0 L 9 12
- ISE Express 1.4 CMX 10.2
AireOS 8.1.122.0
802.1x Authentication Presence Pl 3.0 Patch 1.0
g y N
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CMX 10.2 (Presence) support for Mobility Express

Count

Add Mobility Express Controller IP in CMX

Create sites with one or more APs for Presence
Analytics

= o i

CONNECT
& ENGAGE MANAGE SYSTEM

PRESENCE
ANALYTICS

Dashboard

Ll Proximity Distribution

600 7] M Passersby M visitors Il Connected

Connected: 1%

O O
A T P P P P I N \ prabing: s9%

I
M Passersby MM visitors Il Probing
I Connected

rii admin ~

© Dwell Time

5-8hours Il 8+ hours

80 7] B 5-30mins I 30-60 mins I 1-5 hours.

R MC AR S
é\ﬂ-“;\’fhaﬁp).ﬂfé’f

A o & N.ﬁ‘ O 5

& &
& b@fb‘p @@9 e_\af

@ Dwell Time Distribution

8+ hoy ins: 9.6%

M 5-30mins I 30-60 mins M 1-5 hours
5-8 hours [ 8+ hours.

80 7 -8 Daily -+ Weekly -#- Occasional First Time % Yesterday

|

M= —— w:w

20 -

T T T T T T T o T T
e &

T T T T T T T T
& & & f\°® }96\ é\ﬁf ‘&f '\'\& ,:»‘f ,\f 6‘:\’& '-f J&s g,€
& & S S & \\é“ &

‘ e

4% Repeat Visitors Distribution

First Time: 6.0%,

‘ccasional: 9.6%

¢ 10.8%

Daily: 73.5%

0 Daily W weekly [l Occasional
First Time

r its affiliates. All ri




Prime Infrastructure (3.0.1) support for Mobility Express

Add Mobility Express Controller IP in

View AP details, WLANS etc.

A .../ Device Type / Wireless Controller / Cisco Mobility Express / MobilityExpress

Device Details Configuration Applied/Scheduled Templates Configuration Archive Image Latest Config Audit Report

Features WLAN Configuration

WLAN ID Profile_Name SSID

WLAN/Guest/Remote LAN  Security Policies

Interface Groups
Intarfaces
Mobilty Groups
Multicast
Network Routs

Network Time Protogol

DHCP 1 ME-EMPLOYEE-PSK ME-EMPLOYEE-PSK WLAN [WPA + WPAZ] [Auth(
General - System 3 ME-WPAZ-ACS ME-WPA2-ACS WLAN [WPA + WPAZ] [Auth(
Global CDP Configuration 6 WLAN-POD5-ME-GUEST WLAN-PODS-ME-GUEST WLAN WEB-Auth

Pl

--Select a command-
Total Entries 3

Admin Status Task List

PSK)]  Enabled NiA
802.1X)] Enabled NiA
Enabled NiA

Total Entries 3

+)[6e)

A Inventory / Device Management / Network Devices

Device Groups / Device Type / Wireless Controlier
Cisco Mobility Express

Device Groups

v Wireless Controlier

Cisco Mobility Express

Groups & Sites ¥

Device... 4  Reacha.. IP Address/DNS
All Devices
v Device Type
» Unified AP ( MobilityEx... 172.20.229.45

Device Type AP Dis

CiscoAro...  Completed

Software ..

8.1.121.0

)

Inventory Collection

28-SEP-15 18:25:27

Selected 0/ Total 1 (J

Show | Quick Filter

Admin Status

Managed

Last Inventory (

Completed

M Inventory / Device Management / Network Devices 9 ¢
Device Groups Device Groups  Device Type i L3
Unified AP Selected 0/ Total 18 (5 XF ~
+ Groups & Sites ¥ Add Davice 5] Show | Quick Fiter -
| APName & EthernstM.. IP Address... Controlier P AP Model Operationa...  Software V... Admin Stat... AP Type
All Devices
Registere
~ Device Type
i —— . CONF ROOM
» Unified AP [/ | OAPIOFS 1L 1003 A1:Scids 1722022000 1722022945  AIR-CAPZBO0ZI-A-KI Registered 8.1.121.0 RS Enable CAPWAP
~ Wireless Controller (7 |  AP1B3D-SU..  bOaa77:827c  172.20.220(7) 1722022045  AIR-AP18321-B-K9 Registered 811210 ﬁ::l‘;"'“ Enable CAPWAP
Cisco Mobility Express ] AP38BED.18, 38edi18icei2e  172.20.220/7) 1722022945  AIR-AP18521-8-K9 Registered 8.1.121.0 SSNNF ROOM  Ehable CAPWAR
» tocation ]| AP5006.04. 50:06:04:2e:0¢  172.20.2200,)  172.2022945  AIR-CAP702I-A-KS Reglstered 8.1.121.0 RESTROOM  Enable CAPWAP
User Defined CONF ROOM
] APTCOEC.. ToOecefSaft  172.20.22007) 1722022045  AIR-CAP17021-A-K9 Registerad 8.1.121.0 BuTo Enable CAPWAP

A Monitor / Wireless Technologies / Access Point Radios

Generate report for selected APs

— Select a report - ¢

QoS Profiles AP Name Ethernet MAC IP Address  Radio Controller  Controller Name AP Model APMode  Radio Client Count ¥  Admin Status  Oper Status
User Roles
AN APFO7F.0692.CC78 0:7f.06:92:cc:78  172.20.229.33  802.11aln/ac  172.20.229.45  MobilityExpress AIR-CAP2702-AK9  FlexConnect 1 Enabled Up
-
Policy Configuration APBOAA 7792.7600 b0:aa:77:92:76:d0  172.20.229.60  802.11ai/ac 172.20.229.45  MobilityExpress AIR-AP18521-UXK9  FlexConnect 1 Enabled Up
WLAN Configuration AP3BED.18CC.2E30 38:ed:18:cc:2e:30 17222022959  802.11a/n/ac  172.20.229.45  MobilityExpress AIR-AP1852-B-K9 FlexConnect 1 Enabled Up
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